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1 Introduction

In today’ s business world, email isamission critical application. Email is so crucial to every
modern company that downtime or lost emails causes lost of productivity and or business.
With thisin mind, AdaCopy Backup has devel oped the “ Brick-Level Exchange Backup
Agent” to complement our existing “ Exchange Backup Agent” to provide full exchange
server protection with the unique ability to quickly recover lost information without restoring
the whole exchange information store.

AdaCopy Backup’'s brick level backup was not designed to fully protect an Exchange server,
but to facilitate easy backup and fast restore of individual mailboxes. AdaCopy Backup’'s
brick level restore cannot be used to fully recover the Information Store after a disaster. If
used, a brick level backup must be utilized in conjunction with full Information Store Backup,
in order to fully protect the exchange server.

2 How To - Backup Individual Emails
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2.1 Granting Full Mailbox Access Privileges
AdaCopy Backup “Brick-Level Exchange Backup” requires “Full Mailbox Access’
permission for the user running OBM on the exchange machine. Please follow one of
the instructions below to grant the required access.

211

For one specific mailbox

Use the following procedure to grant access to Exchange 2000 or an Exchange 2003
mailbox:

a)
b)

0)

d)

e)

f)

9)
h)

)

212

Start Active Directory Users and Computers.
On the View menu, ensure that the Advanced Features check box is selected.

Right-click the user whose mailbox you want to give permissions to and choose
Properties.

On the Exchange Advanced tab, click Mailbox Rights.

Notice that the Domain Admins and Enterprise Admins have both been given
Deny accessto Full Mailbox access.

Click Add, click the user or group who you want to have access to this mailbox,
and then click OK.

Be sure that the user or group is selected in the Name box.

In the Permissions list, click Allow next to Full Mailbox Access, and then click
OK.

Click Ok all the way out.

Restart the Microsoft Exchange Information Store.

For mailboxeslocated within a specific mailbox store

Use the following procedure to grant access to Exchange 2000 or an Exchange 2003
mailbox found on a specific mailbox store:

a)

b)

Start Exchange System Manager.

Drill down to your server object within the appropriate Administrative Group.
Expand the server object and find the required mailbox store within the
appropriate Storage Group. Right-click it and choose Properties.

In the Properties window go to the Security tab.

Click Add, click the user or group who you want to have access to the mailboxes,
and then click OK.

Be sure that the user or group is selected in the Name box.

In the Permissions list, click Allow next to Full Control, and then click OK.
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h)

Click 'Apply' and 'OK"

Restart the Microsoft Exchange Information Store.

For mailboxeslocated within a specific server
Start Exchange System Manager.

Drill down to your server object within the appropriate Administrative Group.
Right-click it and choose Properties.

In the Properties window go to the Security tab.

Click Add, click the user or group who you want to have access to the mailboxes,
and then click OK.

Be sure that the user or group is selected in the Name box.
In the Permissions list, click Allow next to Full Control, and then click OK.
Click Ok all the way out.

Restart the Microsoft Exchange Information Store.

2.2 Creating a MS Exchange Mail Backup Set
A MS Exchange Mail Backup Set can be created as follows:-

a)

Select Backup Set > New > M S Exchange Mail Backup Set. Change the name as
appropriate and click [Next] button.

Add new MS Exchange Backup Set

Backup Set
Flease type a name far this Backup Set.

Mame: IMSExchangeMaiIBackupSet—1
Type: Microsoft Exchange Mail Backup

Cancel | = Ereyiaus | Mewt = |
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b) Notice that the root node is the exchange server address (in this case AdaCopy
Backup.com.local). Below the root node isthe “MBX” and “Public Folders’
nodes.

Add new MS Exchange Backup Set Ed |
~Backup Source
Fleasa select Database to be backed up.

kame From/To| Subject | Recelve..

==y '#i cyemavaull.com. local
B2 MBX
-]y Public Folders

Cancel < Preyious Mext =

¢) Expandthe“MBX” node to display thelist of Email Accounts for this exchange
server.

Add new MS Exchange Backup Set m
Backup Source
Please saleci Database to be backed up.

Name |From:‘To| Subject |Recen~a...l

=] #%y cycmavault.com.lccal -
=-J3 mBx
=1 £y abcde

-1 g Adminislral
*-[_1 /-y CycmaVault Test
- Sgcat23
[0 euser234g
w1 g kenneth
wi-[] 59 ik
w1 g Iheideckerg
= g sol
=0 £9 Systemiail
=[] Sytesting
=~ £y we@hotma =

=1 S Bakslia Ealsdsee

Cancel I = Previous I Nénd » I
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d) Choose amailbox, for example expand the “ CycmaVault Test” mailbox to
display all the folders available under this mailbox.

Add new MS Exchange Backup Set [ X | I

-Backup Source

Please select Database to he backed up.

Name IFrom...[Suhiectl Recei...r
FLJ CycmaVault Test ;l
O Junk E-mail
—[1 & Tasks
—[1 || Notes
— & Journal
—[1L7 Drafts
+—[]a3 Contacts
[ &4 calendar
—[J[= Sent ltems
—[J (5 Deleted ltems =
—[J[3) Outbox
=-M L Inbox
M4 From.... Thisi.. Recei...
lI+ E.ﬁ83123 <

R Tl A2 A mk Ateaail

Cancel | = Previous I MNext = |

€) Choose some emailsto backup. For example, check the “Inbox” folder to backup
each email inside the inbox. Click [next] and follow on screen instructions to
finish creating a“MS Exchange Mail Backup Set”.
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Backup 5t Backup Restore Tools Wies  Help
=] Save Setting e Stant Backup [ Si0p B

& Backip Contraller i | _y Backup Source (WSExchangemaiBackupSet-1) (]
= L,JsE[F'ri:lﬁIB: Marme From s To Subject [R-EE-EH‘BIIISEHI:[
==y sSERchangeMailBackupseli =0 ﬁj cyCrravRulteonn Jocal -
L) =1 mE H
i i+ g abede
=1 ommand Line Tool ::_H_::mmmm‘;rab:lr
. SeHinQ. (= g Cyem A a fiTest
e Eneryplion fo- [0 1) Jurk E-mail
—fi Feetentian Policy '-IF- 013 Tasks
—f] Estra Backup £ [ | Mates
=h Local Copy h,:—lj S Journat
te-10F Drans
1|t- [ s Contacts
[0 22 calendar =

:!;—IT 1=y Sent Hems
-1 f) Dalated llarns

8 [0 Ouittags
- L Inb
-] g catds
-l euser 2 34ehotmsil.cor ..‘ﬂ
iE Log Table (MSExchangeMallEsckupSet-1) *‘-‘
Tope | Log | Tirme |
> Backup [ @) Restore| & Loa]
Wikloome B Cysmayau it | Qucta (Remaining £ Total: 40 993 /506 Last Backup: 2005-D5-18 15:16
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2.3 Backup Emails
After the backup set is created, the selected emails can be backed up by running the
backup set straight away or wait for the scheduler to start.

2.4 Restore Emails

AdaCopy Backup
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Assume that the emailsin my inbox are accidentally deleted and | want to restore the

emails previously backed up.

a) Firstly, | moved the original email to my Junk E-mail folder to simulate
accidentally deleted an important email from my inbox.

E Picrosoft Owtlook Web Access - Microsoft Internet Cxplorer
Be Edt  Wew Favorbes Tools  Helo
ﬂﬂad&.' _J'_HII 2'] :'jl_;-:fvua'rh o7 Favorites £ | (0= ,;'_; HE

Agdress | &) Frp ilocabuetimecharge Cypon a ok Test

FJI a‘uﬁ;uk Web Access B Inbox | TucLine ew =3

[ Fokders [+ it = 135 060 e I = 2 | e
o g Cyomavauht Test ' From
Do o |
Bl Contacts 5 ; o 2
&5 Delted Tens = 5_...1_\'u Tha 5/25,/2006 11:21 AM
k Thiz iz & tect mmal messags
) Drafs
oy Ty
o Journal
& drk Emal
| Mokas
2 Dt
=} Sent Jtems
| Tasks
This is a test email nvessage
Sal
Toe Cyomavault Test
L
Diedr Cyemanau it Test
| Imbost i This o5 4 tesl ermail message.
| Calerdar
Cheers,
& -| conkacts
| Tasks
- Pubic Foiders
S e
| Dptions
] cone O e T "
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| Move,/Copy Ikemn — Web Page Dialog

Move/Copy the selected fems to the folder:
= g Coycrnafault Test

] Calendar

[8=] Conkacts

{a] Deleted Ttems

(7 Drafts

(5 Inbox

&ﬁ Journal

.............

Mew, ., i Copy Zancel

[ Fle Edt Vew Favortes Took Hep | o
Qeback - ) - 2 @ (n| Pseach NFavoes £ - L B L QA
Address IE_.J“‘“,' ycmaVaultTest/ j Gn Links **

1 f I
[l | @) Help _J Log Off

Outloo eb Access

i Fotdms O 2 foinen = 8 X 0 B35 - 200
a :’ CycmaVault Test
] Calendar
&+ Contacts

{5) Deleted Items
() Drafts

=] Inbox

Ad Journal

PP unk E-maillgs]
[ Notes

=@ Outbox

[ Sent Items

2 Tasks

| Subject

2 Tasks

(_'f; Public Folders
L"} Rules

) o

|&) oone l_"j—l_’_\ &5 Local intranet Y
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|

ZRMicrosoft Dutlook Web Access - Microsoft Internet Explorer [ Ol x]
File Edit Yiew Favorites Tools Help | i’f
Oﬂack rg)- ﬂ ﬁ ) ‘ ;"SEarEh =7 Favorites 421 ‘ (o o =3 ﬂ =
Address I.@_llhnn:.'."locaIhosﬂexchangelcycma\laull Test LI GE' Links >

8 00 ebAccess B 0
= ey ~ D =%y op
[ Faiders 2 o] foinew - 123 X |op B8 5 | - [ 2 )] @ e Log Off
= '_'—_‘i CycmaVault Test There are no items to show in this view.

] Calendar

&< Contacts

f;j Deleted Items
7 Crafts

=)

48 Jourmal

la Junk E-mail

o | Notes

=] Qutbox

l__’] Sent [tems

& Tasks

Mo items are currently selected,

| Options

Eione B Heamws

b) From the Restore List, | located the email | want to restore.

Backup Set Backup Restore Tools View Help

|5 Save Setting | P Restore Flles

&) Restore Controller EI Iff} Restore Source (MSExchangeMallBackupSet1) &l
— | MEExchangeMallBackupSet 1]

= Show files after Job IEQOE-DS—?S (R B3] 08}:[ " Show allfiles
=~ Backup Semver
=[] =3 eyemavault.com.local
=-Ogd mex
=[], CycmaVault Test

=3 Inbox

& Backup Q) Restore [ (&) Log|
Backup Completed Successiully

!0U0|3 (Remaining f Total). 49.99G / 506 |Last Backup: 2006-05-18 15116

c) Click [Restore Files]. For security reasons, the email will only be restored toit’s
original location.
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d) Email restored to my “Inbox”

/3 Microsolt Outlook Web Access - Microsoft Internet Explorer |
Bl Edt Vew Favortes Tods Help | &
Qeack - J - (¢ 3 | S seach Favorites &4 - g G2 ez .
Address |e_“‘ tp Test | .Gn !Lnks »

Ttams “ tolof 1

44 pH

rJ.- bTJ'ﬁ;OkWBbAm B Inbox { Two-Loe View =)
|_J Fokders ksl

Stew = |3 X |G 3B H 7 25 0 W | @k

=l [y CycmaVault Test
5 Calerdar
5] Contacts
(5] Deleted Items
7| Drafts
=]
A8 Jounal
i) Junk E-mail [1]
\a| Notes
=] Outbox
4 Sen: Items
2 Tasks

D From
Subject
& =l vu

This i5 a best emall message

This is a test email message
Sol Yu
To: CycmaVault Test
Co:
Dear CycmaVault Test

This is a test email message

Cheers,

Tha 51252006 11:35 AM [

T[T N tecalintranet 7

3 Work In Progress

This current version only backup and restore individual emails from the exchange server.
However, AdaCopy Backup is committed to enhance the “Brick-Level Exchange Backup
Agent” to provide the following features and should be available soon.

¢ Cadendar Information
Contact Information
Tasks

Notes

Journals

Public Folders and Files

* & & o o

4 References

¢ http://www.petri.co.il/grant full mailbox rights on exchange 2000 2003.htm
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¢ http://www.msexchange.org/tutorials/How to get access to all mailboxes in Exch
ange 2000 Server.html
¢ http://support.microsoft.com/kb/0262054
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